
HyperText Transfer Protocol (HTTP) 

 
HTTP is an application-level protocol used to access the World Wide Web 
resources. The term hypertext stands for text containing links to other resources 
and text that the readers can easily interpret 
 
The default port for HTTP communication is port 80 
 
We enter a Fully Qualified Domain Name (FQDN) as a Uniform Resource 
Locator (URL) to reach the desired website, like https://sashakyotoz_dev 
 
URL structure: 
 

 
 

 
 
 
 



HTTP FLOW: 
 

 
 
cURL (client URL) is a command-line tool and library that primarily supports 
HTTP along with many other protocols. 
 

 
 
To download a page or a file and output the content into a file using the -O flag. If 
we want to specify the output file name, we can use the -o flag and specify the 
name. 
 

 



HTTPS FLOW: 
 

 
 

If we type http:// instead of https:// to visit a website that enforces HTTPS, the 
browser attempts to resolve the domain and redirects the user to the webserver 
hosting the target website. A request is sent to port 80 first, server detects this and 
redirects the client to secure HTTPS port 443 instead. This is done via the 301 
Moved Permanently response code 
 
Client sends a "client hello" packet, giving information about itself. After this, the 
server replies with "server hello", followed by a key exchange to exchange SSL 
certificates 
 
HTTP Request: 

 



 
 
HTTP header value pairs, like Host, User-Agent, Cookie, and many other possible 
headers. These headers are used to specify various attributes of a request. The 
headers are terminated with a new line, which is necessary for the server to 
validate the request 
 
HTTP Response: 

 
The first line of an HTTP response contains two fields separated by spaces. The 
first being the HTTP version (e.g. HTTP/1.1), and the second denotes the HTTP 
response code (e.g. 200 OK). 
Response codes are used to determine the request's status, as will be discussed in a 
later section. After the first line, the response lists its headers, similar to an HTTP 
request. 
 
To view the full HTTP request and response, we can simply add the -v verbose flag 
to our earlier commands, and it should print both the request and response 
 
 
 
 
 
 
 
 
 



HTTP Headers: 
 
Headers can have one or multiple values, appended after the header name and 
separated by a colon. We can divide headers into the following categories: 
 

1. General Headers 
2. Entity Headers 
3. Request Headers 
4. Response Headers 
5. Security Headers 

 
General headers are used in both HTTP requests and responses. They are 
contextual and are used to describe the message rather than its contents 
 

 
 
Entity Headers can be common to both the request and response. These headers are 
used to describe the content (entity) transferred by a message. They are usually 
found in responses and POST or PUT requests 
 

 
 
 
 
 



The client sends Request Headers in an HTTP transaction. These headers are used 
in an HTTP request and do not relate to the content of the message 
 

 
 
Response Headers can be used in an HTTP response and do not relate to the 
content. Certain response headers such as Age, Location, and Server are used to 
provide more context about the response. The following headers are commonly 
seen in HTTP responses 
 

 
 
 
 
 
 
 
 



HTTP Security headers are a class of response headers used to specify certain rules 
and policies to be followed by the browser while accessing the website 
 

 
 
Browser DevTools: 
 
We can go to the Network tab to view the different requests made by the page. We 
can click on any of the requests to view its details: 
 

 
 
In the first Headers tab, we see both the HTTP request and HTTP response 
headers. The devtools automatically arrange the headers into sections, but we can 
click on the Raw button to view their details in their raw format. Furthermore, we 
can check the Cookies tab to see any cookies used by the request 
 
 
 
 
 
 



HTTP Methods and Codes: 
 
HTTP supports multiple methods for accessing a resource. In the HTTP protocol, 
several request methods allow the browser to send information, forms, or files to 
the server. These methods are used, among other things, to tell the server how to 
process the request we send and how to reply 
 

 
 
Status codes are used to tell the client the status of their request. An HTTP server 
can return five classes of status codes: 
 

 
 
 
 
 
 
 



GET: 
 
Whenever we visit any URL, our browsers default to a GET request to obtain the 
remote resources hosted at that URL. Once the browser receives the initial page it 
is requesting; it may send other requests using various HTTP methods 
 
HTTP Basic Auth 
 
Website prompts us to enter a username and a password. Unlike the usual login 
forms, which utilize HTTP parameters to validate the user credentials (e.g. POST 
request), this type of authentication utilizes a basic HTTP authentication, which is 
handled directly by the webserver to protect a specific page/directory, without 
directly interacting with the web application 
 
To access the page, we have to enter a valid pair of credentials, which 
are admin:admin in this case: 
 

 
 
There is another method we can provide the basic HTTP auth credentials, which is 
directly through the URL as (username:password@URL) 
 

 
 
 
 
 
 
 



HTTP Authorization Header 
 
As we are using basic HTTP auth, we see that our HTTP request sets 
the Authorization header to Basic YWRtaW46YWRtaW4=, which is the base64 
encoded value of admin:admin. If we were using a modern method of 
authentication (e.g. JWT), the Authorization would be of type Bearer and would 
contain a longer encrypted token 
 
We can set the header with the -H flag, and will use the same value from the above 
HTTP request. We can add the -H flag multiple times to specify multiple headers: 
 

 
 
POST: 
 
Whenever web applications need to transfer files or move the user parameters from 
the URL, they utilize POST requests 
 

 
 
 



Login Forms 
 

 
 
We will use the -X POST flag to send a POST request. Then, to add our POST 
data, we can use the -d flag and add the above data after it, as follows: 
 

 
 
If we examine the HTML code, we will not see the login form code, but will see 
the search function code, which indicates that we did indeed get authenticated. 
 
Authenticated Cookies 
 
If we were successfully authenticated, we should have received a cookie so our 
browsers can persist our authentication, and we don't need to login every time we 
visit the page. We can use the -v or -i flags to view the response, which should 
contain the Set-Cookie header with our authenticated cookie: 
 

 
 
 
 



With our authenticated cookie, we should now be able to interact with the web 
application without needing to provide our credentials every time. To test this, we 
can set the above cookie with the -b flag in cURL, as follows: 
 

 
 
JSON Data 
 

 
 
The POST data appear to be in JSON format, so our request must have specified 
the Content-Type header to be application/json. We can confirm this by right-
clicking on the request, and selecting Copy>Copy Request Headers: 
 

 
 
 
 



CRUD API: 
 
APIs are used to interact with a database, such that we would be able to specify the 
requested table and the requested row within our API query, and then use an HTTP 
method to perform the operation needed. For example, for the api.php endpoint in 
our example, if we wanted to update the city table in the database, and the row we 
will be updating has a city name of london, then the URL would look something 
like this: 
 

 
 
CRUD 
 
We may utilize different HTTP methods to perform different operations on that 
row. In general, APIs perform 4 main operations on the requested database entity: 
 

 
 
Read 
 
The first thing we will do when interacting with an API is reading data. As 
mentioned earlier, we can simply specify the table name after the API (e.g. /city) 
and then specify our search term (e.g. /london), as follows: 
 

 
 
 
 



We see that the result is sent as a JSON string. To have it properly formatted in 
JSON format, we can pipe the output to the jq utility, which will format it properly. 
We will also silence any unneeded cURL output with -s, as follows: 
 
 

 
 
Create 
 
To add a new entry, we can use an HTTP POST request, which is quite similar to 
what we have performed in the previous section. We can simply POST our JSON 
data, and it will be added to the table. As this API is using JSON data, we will also 
set the Content-Type header to JSON, as follows: 
 

 
 
Update 
 
As mentioned at the beginning of the section, PUT is used to update API entries 
and modify their details, while DELETE is used to remove a specific entity 
 
Note: The HTTP PATCH method may also be used to update API entries instead 
of PUT. To be precise, PATCH is used to partially update an entry (only modify 
some of its data "e.g. only city_name"), while PUT is used to update the entire 
entry 
 
Using PUT is quite similar to POST in this case, with the only difference being 
that we have to specify the name of the entity we want to edit in the URL 
 

 
 
 
 



Delete 
 
We simply specify the city name for the API and use the HTTP DELETE method, 
and it would delete the entry, as follows: 
 

 
 
 
 


